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TrustBuilder Terms and Conditions

 General & Scope 

1.1. The present TrustBuilder Terms and Conditions, 
together with its Schedules, are applicable to each 
Order Form executed between TrustBuilder and the 
Customer and to all Software and Services offered by 
TrustBuilder to the Customer.  

1.2. The Customer agrees to waive its own general and 
special terms and conditions, even where it is stated 
therein that only those conditions may apply and 
even if such terms and conditions were not protested 
by TrustBuilder. This Agreement shall prevail over any 
differing or additional terms and conditions proposed 
by Customer, including, without limitation, those 
contained in any purchase order issued by Customer.  

1.3. TrustBuilder may from time to time change the 
General Terms or its Annexes. The Customer has 
thirty days to protest such changes, after which 
period the new terms are deemed to have been 
accepted by the Customer. If the Customer does not 
accept the new terms, TrustBuilder reserves the right 
not to extend or renew any Subscription and/or 
Professional Services. 

 Definitions 

Capitalised notions used throughout the Agreement shall 
have the meaning given to them below, unless stated 
otherwise: 
 
"Acceptance Criteria" means, with respect to the 
Professional Services, the criteria for acceptance as set forth 
in the Order Form or attached documents.  
"Acceptance Period" means a period of ten (10) days 
following delivery of the Professional Services, unless 
otherwise agreed in writing between the Parties. 
"Acceptance Date" means the date on which the 
Professional Services are accepted.  
“Active user” means any user that has logged in to the 
Software at least once in the past 12 months.  
"Agreement" means the entire contractual relation between 
TrustBuilder and the Customer, consisting of (i) these Terms 
and Conditions, (ii) the relevant Order Form(s) and (iii) the 
Schedules.   
"Business Day" means Monday through Friday, exclusive of 
local public holidays. 
"Business Hours" means the hours of 08:00 to 18:00 CET on 
a Business Day. 
"Changes" means the services performed by TrustBuilder 
from time to time to ensure a correct functioning of the 
Software.  
"Cloud Setup" shall have the set out in clause 4. 

"Confidential Information" of a Party means the information 
of such Party, whether in written, oral, electronic or other 
form, and which (i) is designated as confidential or 
proprietary, or (ii) should reasonably be considered 
confidential given its nature or the circumstances 
surrounding its disclosure, regardless of whether or not it is 
expressly designated as confidential, including information 
and facts concerning business plans, customers, prospects, 
personnel, suppliers, partners, investors, affiliates or others, 
training methods and materials, financial information, 
marketing plans, sales prospects, customer lists, inventions, 
program devices, discoveries, ideas, concepts, know-how, 
techniques, formulas, blueprints, software (in Object and 
Source Code form), documentation, designs, prototypes, 
methods, processes, procedures, codes, and any technical or 
trade secrets, including all copies of any of the foregoing or 
any analyses, studies or reports that contain, are based on, 
or reflect any of the foregoing. The Confidential Information 
of TrustBuilder shall include the Software, Documentation 
and Deliverables. 
"Customer", "you" or "your" means the legal entity entering 
into contractual relations with TrustBuilder, as identified in 
the Order Form.  
"Customer Data" means any information, data and files 
transmitted, uploaded or stored by the Customer or Active 
Users in association with the Customer’s use of the Software 
and the Services, or by TrustBuilder on the Customer's behalf 
for the purpose of facilitating the Customer’s use of the 
Software and when providing any Services. 
"Customer Personal Data" means all Personal Data within 
the Customer Data.  
"Delivery Date" means the date on which the Professional 
Services Deliverables are made available to the Customer, as 
set out in the Order Form. 
"Daily Rates" means the daily rates for Professional Services 
as specified in the Order Form. Daily Rates are based on an 
eight-hour man day on Business Days and are exclusive of 
taxes and expenses. 
"Data Processing Agreement" means the document 
attached to these Terms and Conditions in Schedule 2 (Data 
Processing Agreement) setting out the terms and conditions 
governing the processing of Personal Data under the 
Agreement. 
"Data Protection Laws" means all relevant regulation, 
national or international, concerning privacy and data 
protection, including but not limited to the General Data 
Protection Regulation ("GDPR").    
"Deliverable" means any concrete Professional Services 
output of a task or activity that TrustBuilder is obligated to 
deliver under this Agreement. 
"Documentation" means the operating manual, including a 
description of the functions performed by the Software, user 
instructions, and such other related materials as ordinarily 
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made available by TrustBuilder to its customers to facilitate 
the use of the Software 
"Effective Date" means the effective date as set out in the 
Order Form.  
"Fees" means any and all amounts payable by the Customer 
to TrustBuilder under the Agreement, which may include the 
Subscription Fees and fees in respect of Professional Services 
as detailed in the Order Form. 
"Initial Term" shall have the meaning given to it in clause 0 
of these Terms and Conditions. 
"Intellectual Property Rights" means all intellectual or 
industrial property right or equivalent, whether registered or 
unregistered, including but not limited to: (i) copyright 
(including moral rights), patents, database rights and rights 
in trademarks, logos, designs, other artwork, know-how and 
trade secrets and other protected undisclosed information; 
and (ii) applications for registration, and the right to apply 
for registration, renewals, extensions, continuations, 
divisions, reissues, or improvements for or relating to any of 
these rights.  
"Invoice Date" means the date indicated on the invoice from 
which the payment term will be calculated. 
"Major Release" means a release of Software that provides 
additional features and/or functions, denoted by a change of 
the first number as per the ‘major.minor’ software 
versioning scheme. 
"Milestones" means the milestones for the Professional 
Services set out in the Order Form.  
"Minor Release" means an incremental release of the 
Software that provides maintenance fixes and additional 
Software features, denoted by a change of the second 
number as per the ‘major.minor’ software versioning 
scheme.  
"Module" means any of the modules which are available for 
use as part of the Software and to which the Customer can 
subscribe by means of a Subscription.  
"Object Code" means software assembled or compiled in 
magnetic or electronic binary form on software media that 
is readable and usable by machines but not generally 
readable by humans without reverse assembly, reverse 
compiling or reverse engineering. 
"Order Form" means a written document signed by both 
Parties, regardless of its entitlement (e.g. "quotation" or 
"product order"), indicating the nature, number and other 
specifics of the Modules Subscribed to, and the Services 
ordered by, the Customer, including the specific conditions 
under which such order is made, and which forms an integral 
part of the Agreement. 
"Party" means Customer and/or TrustBuilder. 
"Personal Data" has the meaning given to it in article 4 (1) of 
the General Data Protection Regulation.  
"Professional Services" means implementation and 
integration services as indicated in the Order Form or as may 
be agreed between the Parties from time to time. 
"Renewal Term" shall have the meaning given to it in clause 
11. of these Terms and Conditions. 
"SaaS Services" means the services provided by TrustBuilder 
as described in Schedule 1 (TrustBuilder SaaS Services). 

"Schedule" means any annex, schedule, appendix or other 
complementary document which forms a part of the 
Agreement. 
"Service Level Agreement" or "SLA" means the service level 
agreement added as defined in Schedule 1 to these Terms 
and Conditions. 
“Services” means SaaS Services and Professional Services. 
"Software" means any Module as described in the Order 
Form. 
"Source Code" means computer software written in 
programming languages including all comments and 
procedural code such as job control language statements, in 
a form intelligible to trained programmers, and capable of 
being translated into the Object Code form of the software 
for operation on computer equipment through assembly or 
compiling. 
"Subscription" means the payable subscription to the 
Software by the Customer, and which shall consist of a 
subscription to the agreed Module(s) for the agreed number 
of Active Users per Module, both of which shall be detailed 
in the relevant Order Form(s). The notion "Subscribe" and 
"Subscribed" shall be interpreted accordingly. 
"Subscription Fees" means the sums payable by the 
Customer in respect of the Subscription. 
"Subscription Term" means the applicable subscription term 
of a Module, as set out in the Order Form. 
"Support Services" means the Software-related support 
services that are part of the SaaS services as exhaustively set 
out in Schedule 1.  
"Term" means the Initial Term and the Renewal Term(s) (if 
any). 
"Terms and Conditions" means the present TrustBuilder 
terms and conditions, including its Schedules. 
"Territory" means the territory as defined in the Order Form.  
"Third Party" means any natural or legal person who is not 
a Party to the Agreement.  
"Third Party Software" means the third-party software 
which, if expressly listed in the Order Form to be licensed to 
the Customer, shall be licensed to the Customer by 
TrustBuilder subject to the applicable Third-Party Software 
license terms and conditions. 
"TrustBuilder", "our", "we" or "us" means TrustBuilder 
Corporation NV, a company organized and existing under the 
laws of Belgium having its registered office at 
Poortakkerstraat 93, 9051 Ghent (Belgium) and registered 
with company number 0466.701.444.   
 
The Schedules may contain additional definitions, specific to 
those Schedules. 

 Right to access the Software 

3.1. In consideration of the Customer’s compliance with 
the provisions as set out in this Agreement (including 
timely payment of all Fees), TrustBuilder grants the 
Customer during the Term in respect of the Software 
and for the duration of the relevant Subscription 
Term in respect of the Modules (if any) a personal, 
restricted, non-exclusive, non-transferrable and non-
assignable, renewable and revocable, worldwide 
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license to access and use the Modules for the 
maximum number of Active Users as specified in the 
Order Form.  

3.2. Any such access and use by the Customer and its 
Active User(s) shall be strictly subject to the terms as 
set out in these Terms and Conditions and in the 
remainder of this Agreement. 

3.3. All access to and use of the Software to which the 
Customer has Subscribed, shall at all times be in 
accordance with (i) the applicable Documentation; (ii) 
the provisions of the Agreement; and (iii) any 
reasonable instruction of TrustBuilder in relation to 
the use of the Software. 

3.4. To the extent Third Party Software is expressly 
stipulated in the Order Form to be licensed to the 
Customer hereunder, the Customer is granted a 
license to the Third Party Software subject to the 
applicable Third Party Software terms and conditions 
and timely payment of the Fees. 

3.5. The Customer explicitly agrees (and shall procure that 
its Active Users agree) not to, directly or indirectly 
(including, without limitation, through the actions of 
any affiliate, agent, subcontractor, Active Users or, in 
general, any Third Party):  

 use the Software other than in accordance with the 
Software’s intended purpose and for the Customer’s 
internal business purposes; 

 sell, lease, commercialize, rent, display, license, 
sublicense, transfer, provide, disclose, or otherwise 
make available to, or permit the use of, or access to, 
the Software or the Documentation, in whole or in 
part, to any third party, whether or not related to the 
Customer, except as expressly permitted in this 
Agreement or otherwise use the Software on a 
"service bureau" basis, or use the Software for 
processing transactions of third party financial 
institutions/insourcing transactions (save as 
expressly agreed otherwise in writing and subject to 
payment of the additional compensation payable in 
respect of such (insourcing) activities); 

 modify the Software or develop any derivative works 
based on the Software or any Confidential 
Information of TrustBuilder; 

 use the Software except as expressly authorized 
herein;  

 decompile, disassemble, translate, reverse engineer 
or attempt to reconstruct, identify or discover, copy, 
create derivative works based upon the Source Code 
of the Software (unless permitted by law), underlying 
ideas, underlying user interface techniques or 
algorithms of the Software by any means whatsoever 
(except to the extent such restriction is prohibited 
under applicable law), or disclose any of the 
foregoing; 

 encumber or suffer to exist any lien or security 
interest on the Software;  

 take any action that would cause the Software, or the 
Source Code to be placed in the public domain; 

 use the Software in any computer environment not 
expressly permitted under this Agreement,  

 work around any technical limitation in the Software;  
 make (backup) copies of the Software (unless 

permitted by law or elsewhere in this Agreement); 
and  

 remove proprietary notices (including copyright 
notices) of TrustBuilder.  

3.6. The Customer shall comply with all applicable laws 
relating to the use of the Software. The Customer 
(including the Active Users) shall not use the Software 
in any way that is unlawful, illegal, fraudulent or 
harmful, or in connection with any unlawful, illegal, 
fraudulent or harmful purpose or activity. The 
Customer acknowledges that the Software may 
include encryption and may, accordingly, be subject 
to export or other additional restrictions. 

3.7. The Customer shall use reasonable endeavours to 
ensure that no unauthorised person may gain access 
to the Software. 

3.8. The right to access and use the Software Subscribed 
to, is expressly restricted to the rights, limitations and 
other terms set forth in the Agreement and the 
Customer shall not be able to invoke any alleged 
implied rights which are not expressly set out under 
the Agreement.  

3.9. The Customer acknowledges and agrees that any 
access to and use of the Software outside the scope 
of the respective Subscriptions and/or in breach of 
the terms as set forth in this Agreement (unless such 
access and/or use has been expressly approved in 
writing by a duly authorized representative of 
TrustBuilder), shall entitle TrustBuilder to 
immediately terminate (or alternatively, at 
TrustBuilder’s option, suspend) one or more of the 
respective Subscriptions and/or the entire 
Agreement for material breach by the Customer, 
without any formalities being required and without 
prejudice to any other right or remedy available to 
TrustBuilder pursuant to this Agreement or under 
applicable law.  

3.10. The Customer hereby acknowledges and agrees that 
any modification or attempted modification of the 
Software by any party other than TrustBuilder shall 
void TrustBuilder’s warranties and shall be deemed to 
represent a material breach of this Agreement by the 
Customer. 

3.11. Any additional Subscriptions (in terms of Modules, a 
new Major Release and/or number of Active Users) 
shall require the completion of an (additional) Order 
Form or may be activated from within the Customer's 
TrustBuilder account (if and to the extent such option 
is made available by us). 
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 Delivery of the Software and Acceptance 

4.1. The Software will be delivered as-is.  

4.2. The Software shall be hosted by TrustBuilder's Third 
Party hosting provider and the following shall apply: 

 TrustBuilder shall make the Software and 
corresponding Documentation available to the 
Customer as of the date indicated in the Order Form; 
and 

 The Software shall be licensed to the Customer and 
shall subject to timely payment of the Subscription 
Fees, be supported by TrustBuilder in accordance 
with Schedule 1.   
 

4.3 Professional Services.  
 

 The Customer may perform acceptance testing of the 
Deliverables against the Acceptance Criteria defined 
in the Order Form, provided that any such acceptance 
testing must be completed within ten (10) days 
following the Delivery Date. TrustBuilder shall be 
entitled to attend and witness such acceptance 
testing, but shall not assist the Customer during 
acceptance testing (except as otherwise agreed in 
writing between the Parties). The Customer shall be 
deemed to have accepted the Deliverables without 
reservation if (a) the Customer uses such Deliverables 
in a production environment, (b) the Deliverables 
performs in accordance with the Acceptance Criteria 
during the acceptance testing, (c) the Customer 
notifies TrustBuilder that it accepts the Deliverables, 
(d) the Customer has not completed acceptance 
testing of the Deliverables or has not given notice of 
rejection within the Acceptance Period. 

 If the Deliverables fail to perform in accordance with 
the Acceptance Criteria during the acceptance 
testing, the Customer shall promptly (and in any 
event within three (3) Business Days as of the end of 
such acceptance testing) deliver to TrustBuilder a 
written (incl. email) notice listing all deficiencies in 
reasonable detail. TrustBuilder shall then, at its own 
expense, modify the Deliverables until TrustBuilder 
determines that the Deliverables meet the 
Acceptance Criteria. TrustBuilder shall then deliver to 
the Customer notice of its determination that the 
modified Module meets the Acceptance Criteria. 
Following its receipt of such notice, the Customer 
shall promptly recommence acceptance testing of the 
Deliverables. The deemed acceptance criteria set out 
above shall apply to such additional acceptance 
round.  

 If after additional acceptance testing pursuant to 
clause 4.2.(ii), the Deliverables still fail to perform in 
accordance with the Acceptance Criteria, the Parties 
shall repeat the steps described in clause 4.2.(ii) until 
such time that the Deliverables are accepted by the 
Customer or deemed accepted.  

 The Deliverables shall not be deemed to have failed 
to perform in accordance with the Acceptance 

Criteria as a result of any deficiency which (i) was not 
attributable to TrustBuilder or the Deliverables; or (ii) 
was or reasonably should have been discovered by 
the Customer in a prior acceptance testing but which 
has not been notified to TrustBuilder; or (iii) which is 
minor in nature as defined by the Acceptance Criteria.  

 Evolution and Availability of the Software 

5.1. TrustBuilder may periodically update and improve 
the Software and will make them available to the 
Customer.  

5.2. TrustBuilder reserves the right to make operational or 
technical changes to the Software, and to modify, add 
or remove certain functionalities via Changes.  

5.3. Where practicable, TrustBuilder shall give to the 
Customer prior written notice of scheduled Changes 
that are likely to affect the availability of the Software 
or are likely to have a material negative impact upon 
the Software. TrustBuilder shall not be liable for costs 
incurred by the Customer as a result of any non-
availability of the Software due to Changes for which 
prior written notice has been given.  

 Intellectual Property Rights 

6.1. TrustBuilder is and remains the sole and exclusive 
proprietary owner of all Intellectual Property Rights 
related to the Software, the Services and the 
Documentation (including any new versions, updates, 
customizations, enhancements, modifications or 
improvements made to the Software or 
Documentation).  

6.2. Nothing in the Agreement shall convey any title or 
proprietary right or Intellectual Property Rights in or 
over the Software, the Services and the 
Documentation to the Customer or any Third Party. 
The Customer shall not in any way acquire any title, 
rights of ownership, copyright, intellectual property 
rights or other proprietary rights of whatever nature 
in the Software, the Services or Documentation. The 
Customer agrees not to remove, suppress or modify 
in any way any proprietary marking, including any 
trademark or copyright notice, on or in the Software, 
or visible during its operation, or on media or on any 
Documentation. The Customer shall incorporate or 
reproduce such proprietary markings in any 
permitted back-up or other copies.  

 Customer Data  

7.1. All Customer Data shall remain property of the 
Customer.  

7.2. The Customer hereby grants to TrustBuilder a non-
exclusive licence to copy, reproduce, store, 
distribute, publish, export, adapt, edit and translate 
the Customer Data to the extent reasonably required 
for the performance of TrustBuilder’s obligations and 
the exercise of TrustBuilder’s rights under this 

DocuSign Envelope ID: 93CC4C70-BE4C-41C9-9A0C-1307503E198C



 

P a g e  5 | 10 
 

Agreement. The Customer also grants to TrustBuilder 
the right to sub-license these rights to its hosting, 
connectivity and telecommunications service 
providers to the extent reasonably required for the 
performance of TrustBuilder’s obligations and the 
exercise of TrustBuilder’s rights under this 
Agreement, subject always to any express restrictions 
elsewhere in this Agreement. 

7.3. The Customer warrants to TrustBuilder that the 
Customer’s Data when used by TrustBuilder in 
accordance with this Agreement will not infringe the 
Intellectual Property Rights or other legal rights of 
any Third Party, and will not breach the provisions of 
any law, statute or regulation, in any jurisdiction and 
under any applicable law. 

 Usage Control 

8.1. TrustBuilder has the right to monitor and inspect the 
usage of the Software by the Customer (including but 
not limited to monitoring that the number of users 
does not exceed the number of Active Users).  

8.2. If such inspection shows that the Customer has 
underpaid the amount of Fees due to TrustBuilder, 
without prejudice to any other rights and remedies 
available to TrustBuilder, the Customer shall 
promptly pay the amount of such underpayment to 
TrustBuilder together with any applicable late 
payment interest. The amount to be paid will be 
calculated as valid for the current Term, meaning that 
if the number of Active Users has been exceeded with 
X users, the Customer will pay for that X users for the 
duration of the current Term.   

 Services 

9.1. SaaS Services. Subject to timely payment of all 
Subscription Fees, TrustBuilder shall provide SaaS 
Services in accordance with Schedule 1. 

9.2. Professional Services. If and to the extent the 
Customer has specified in the Order Form to appoint 
TrustBuilder for the provision of certain Professional 
Services, the following provisions will apply: 

 TrustBuilder shall provide the Professional Services in 
complete independence and shall plan its activities as 
it sees fit. This independence constitutes an essential 
element of the Agreement, without which the Parties 
would not have concluded it. In no case shall the 
Agreement be interpreted as an employment 
contract between the Customer and TrustBuilder or 
its employees.  

 TrustBuilder shall invoice the Professional Services on 
a time and materials basis and the basis of its Daily 
Rates, it being understood that the Daily Rates are 
exclusive of taxes and of any travel (incl. local 
transport and flights), accommodation and other out-
of-pocket expenses incurred by TrustBuilder in 
furtherance of the Agreement, which shall be charged 
to the Customer in addition to the Daily Rates. 

 The Customer shall promptly inform TrustBuilder of 
any delay or particular problem in connection with 
the performance of the Professional Services. 

 The Customer acknowledges and agrees that in order 
for TrustBuilder to effectively perform the 
Professional Services in a proper, timely and efficient 
manner, the Customer must cooperate with 
TrustBuilder by (a) making available on a timely basis 
management decisions, information, and approvals; 
and (b) at no cost to TrustBuilder, providing timely 
and appropriate access to the Customer facilities, 
personnel, equipment, resources and systems, and 
any relevant information and documentation (to be 
accurate and complete) as necessary to facilitate 
performance of the Professional Services. 

 TrustBuilder shall be entitled to reassign or remove 
any of its resources assigned at TrustBuilder’s sole 
discretion. 

 TrustBuilder shall provide Professional Services in 
accordance with the Milestones (if any) set out in the 
Order Form, generally accepted industry standards 
and shall exercise reasonable care and skill in doing 
so. 

 Any Deliverable received by Customer in the context 
of the Professional Services shall be deemed 
accepted by Customer if no notice of rejection has 
been given to TrustBuilder within the Acceptance 
Period. 

 Fees and Payment Terms  

10.1. The Yearly Subscription shall be invoiced as from the 
Effective Date of the relevant Subscription and 
thereafter each year during the Term. 

10.2. The Professional Services Fees will be invoiced 
monthly or in accordance with invoicing Milestones 
as specified in the Order Form.  

10.3. After the Initial Term and after each Renewal Term, 
TrustBuilder shall have the right to increase the Fees 
due under the Agreement by using the following 
formula: P = P0 x [0.2 + 0.8 x (S/S0)], whereby:  

"P" stands for the revised price; 

"P0" stands for the price on the Effective Date; 

"S0" shall be the national average reference salary as 
published by Agoria ("Reference Salary") on the 
Effective Date (or, if this index is no longer published, 
the index replacing it or failing such index by another 
index reflecting the increases of labour cost);  

"S" shall be the Reference Salary at the time of the 
price revision; and 

"S/S0" shall be referred to as "Index". 

A negative Index shall have no impact on the Fees. 
The base Index taken is the Index applicable three (3) 
months before the signing of the first Order Form.  

10.4. All invoices are payable within thirty (30) calendar 
days after the Invoice Date. If the Customer disputes 
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an invoice (or any portion thereof), the Customer 
must notify TrustBuilder in writing of the nature of 
such dispute within five (5) Business Days, after the 
Invoice Date. Failure to notify TrustBuilder within 
such period shall result in the invoice deemed 
accepted by the Customer. The undisputed portion of 
the invoice shall be paid as set forth in the 
Agreement. If the Customer fails to pay any 
outstanding amounts within sixty (60) days from 
receipt of a written payment default notice, 
TrustBuilder shall be entitled to suspend its 
obligations and the Customer’s rights hereunder until 
receipt of payment of such outstanding amounts. 

10.5. Payments made by the Customer to TrustBuilder 
under the Agreement shall be final and non-
refundable.  

10.6. All Fees payable to TrustBuilder under the Agreement 
shall be paid without the right to set off or 
counterclaim and free and clear of all deductions or 
withholdings whatsoever unless the same are 
required by law, in which case the Customer 
undertakes to pay TrustBuilder such additional 
amounts as are necessary in order that the net 
amounts received by TrustBuilder after all deductions 
and withholdings shall not be less than such 
payments would have been in the absence of such 
deductions or withholding. 

10.7. Invoices shall be sent in PDF-format to the Customer’s 
email address, specified in the Order Form.  

10.8. Any amounts of undisputed invoices that have not 
been paid within thirty (30) days after the Invoice 
Date shall automatically and without notice be 
subject to a late payment interest equal to 1,5% per 
month or the maximum permitted by applicable law, 
which interest shall be compounded daily as of the 
due date until receipt of full payment by TrustBuilder. 
In addition, the Customer shall pay all costs incurred 
by TrustBuilder as a result of the (extra)judicial 
enforcement of the Customer’s payment obligation 
under this clause.  

 Term of the Agreement 

The Agreement is entered into for a fixed term of 
three (3) years (the "Initial Term") and commences 
on the Effective Date. After the Initial Term, the 
Agreement shall be automatically and tacitly 
renewed for consecutive periods of one (1) year (each 
a "Renewal Term"), unless a Party provides a written 
notice to terminate at least six (6) months before the 
end of the Initial Term or the then-running Renewal 
Term. 

 Termination 

12.1. TrustBuilder may, at its sole discretion, suspend or 
terminate the Agreement and all then-running 
Subscriptions, partially or wholly, by written notice to 
the Customer, if the Customer fails to pay to 

TrustBuilder any amount due under the Agreement 
and the Customer fails to cure such failure to pay 
within sixty (60) days from the date of a written 
notice of default from TrustBuilder to the Customer.  

12.2. Either Party may immediately terminate the whole or 
any portion of the Agreement without any judicial 
intervention, without being liable for compensation 
and without prejudice to its rights to damages and 
any other rights, remedies and/or claim to which it 
may be entitled by law, upon providing the other 
Party with written notice of termination if: 

 the other Party performs a material breach to any 
provision of the Agreement and fails to cure such 
material breach within thirty (30) calendar days after 
receipt of written notice of the material breach; 

 the other Party becomes insolvent, is subject to 
voluntary or involuntary bankruptcy, insolvency or 
similar proceeding or otherwise liquidates or ceases 
to do business, or 

 the other Party breaches clause 6 (Intellectual 
Property Rights) or clause 17 (Confidential 
Information). 

 Effects of Termination 

13.1. Upon termination of the Agreement:  

 the Customer’s right to use the Software will, subject 
to clause 0 (if applicable), automatically cease and all 
licenses granted to the Customer pursuant to the 
Agreement shall automatically terminate;  

 each Party shall return, within reasonable time of 
such termination or expiration, all Confidential 
Information, except as required to comply with any 
applicable legal or accounting record keeping 
requirement;  

 TrustBuilder shall return all Customer Data stored in 
the Software;  

 Customer shall promptly pay TrustBuilder all Fees due 
to TrustBuilder up to and including the date of 
termination.  

 Warranties 

14.1. The Customer acknowledges that the Software and 
Services are provided "as is" and that other than as 
set out in clause 15.2, TrustBuilder makes no 
additional warranties, implied or express (including 
warranties of merchantability and fitness for a 
particular purpose).  

 Privacy and Data Protection 

15.1. Each Party shall comply with the Data Protection Laws 
with respect to the processing of the Customer 
Personal Data. The Customer warrants to 
TrustBuilder that it has the legal right to disclose all 
Personal Data that it does in fact disclose to 
TrustBuilder under or in connection with this 
Agreement and that the Customer has obtained 
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sufficient consent from all data subjects concerned (if 
applicable). 

15.2. The Customer shall only supply to TrustBuilder, and 
the TrustBuilder shall only process, in each case under 
or in relation to this Agreement, the Personal Data of 
data subjects falling within the categories specified in 
the Data Processing Agreement as concluded 
between the Parties and as attached hereto.  

15.3. If any changes or prospective changes to the Data 
Protection Laws result or will result in one or both 
Parties not complying with the Data Protection Laws 
in relation to processing of Personal Data carried out 
under this Agreement, then the Parties shall use their 
best endeavours promptly to agree such variations to 
this Agreement as may be necessary to remedy such 
non-compliance. 

 Infringement Claims by Third Parties 

16.1. TrustBuilder shall indemnify and defend the 
Customer against any claims brought by Third Parties 
to the extent such claim is based on an infringement 
of the Intellectual Property Rights of such Third Party 
by the Software in the Territory.  

16.2. Claims resulting out any of the following are excluded 
from clause 16.1:  

 the Customer’s unauthorized use of the Software;  
 the Customer’s or any Third Party’s modification of 

the Software;  
 the Customer’s failure to use the most recent version 

of the Software made available to the Customer;  
 the Customer’s failure to integrate or install any 

corrections to the Software issued by TrustBuilder, if 
TrustBuilder indicated that such update or correction 
was required to prevent a potential infringement; or 

 Customer’s use of the Software in combination with 
any non-TrustBuilder Software or Services. 

16.3. The indemnity obligation under this section shall be 
conditional upon the following:  

 the Customer promptly notifies TrustBuilder in 
writing of any such claims;  

 the Customer grants TrustBuilder sole control of the 
defence and settlement of such claim;  

 the Customer fully cooperates with TrustBuilder upon 
request; and 

 the Customer makes no admission as to 
TrustBuilder’s liability in respect of such claim, nor 
does the Customer agree to any settlement in respect 
of such a claim without TrustBuilder’s prior written 
consent.  

16.4. If, in TrustBuilder’s reasonable opinion, the Software 
is likely to become the subject of a Third-Party claim, 
TrustBuilder shall, at its sole discretion, have the right 
to:  

 modify parts of the Software so that they become 
non-infringing, provided equivalent functionality is 
preserved;  

 obtain for the Customer a license to continue using 
the Software in accordance with the Agreement; or  

 terminate the relevant license and pay to the 
Customer an amount equal to a pro rata portion of 
the Subscription Fee paid to TrustBuilder for that 
portion of the Software which is the subject of such 
infringement.  

16.5. The Customer acknowledges and agrees that the 
foregoing states the entire liability and obligation of 
TrustBuilder and the sole remedy of the Customer 
with respect to any infringement or alleged 
infringement of any Intellectual Property Rights 
caused by the Software or any part thereof.  

 Confidential Information 

17.1. Parties shall treat all Confidential Information 
received from the other Party as confidential, keep it 
secret and shall not disclose it to any Third Party, 
other than its agents, employees, advisors or 
consultants where such disclosure is necessary for 
the performance of the Agreement and only in case 
such agents, employees, advisors or consultants are 
bound by a confidentiality obligation at least as strict 
as included in the Agreement.  

17.2. Confidential information disclosed in the execution of 
this Agreement shall not be used for any purpose 
other than as required for the performance of either 
Parties’ obligations under the Agreement.  

17.3. Both Parties shall take sufficient measures to 
maintain the confidentiality of all Confidential 
Information. Parties in particular agree that they: 

 shall not copy or otherwise exploit any component of 
the Confidential Information other than as herein 
provided, nor make any disclosures with reference 
thereto to any Third Party; and 

 shall promptly notify the other Party if it becomes 
aware of any breach of confidentiality and give the 
other Party all reasonable assistance in connection 
with the same.  

17.4. Shall not be considered Confidential Information, 
information that:  

 is published or comes into the public domain other 
than by a breach of the Agreement,  

 can be proven to have been known by the receiving 
Party before disclosure by the disclosing Party; 

 is lawfully obtained from a Third Party other than by 
a confidentiality breach of such Third Party; or 

 can be shown to have been created by the receiving 
Party independently of the disclosure. 

17.5. If and to the extent required in accordance with a 
judicial or other governmental order, the receiving 
Party may disclose Confidential Information, 
provided that the receiving Party: 

DocuSign Envelope ID: 93CC4C70-BE4C-41C9-9A0C-1307503E198C



 

P a g e  8 | 10 
 

 gives the disclosing Party reasonable notice prior to 
seek a protective order or equivalent, unless the 
receiving Party is legally prohibited from doing so;  

 reasonably cooperates with the disclosing Party in its 
reasonable efforts to obtain a protective order or 
other appropriate remedy;  

 discloses only that portion of the Confidential 
Information that it is legally required to disclose; and 

 uses reasonable efforts to obtain reliable written 
assurances from the applicable judicial or 
governmental entity that it will afford the 
Confidential Information the highest level of 
protection available under applicable law or 
regulation.  

17.6. The obligations set out in this clause 17 shall enter 
into force as from the start of negotiations between 
the Parties and shall survive during five (5) years after 
the termination or expiration of the Agreement. The 
confidentiality obligations in the Agreement replace 
any prior non-disclosure agreement signed between 
the Parties.  

 Limitation of Liability 

18.1. Subject to the maximum extent permitted under 
applicable law, TrustBuilder’s liability under the 
Agreement shall: (i) per event (or series of connected 
events) not exceed the Fees paid by the Customer to 
TrustBuilder under the Agreement for a period of six 
(6) months prior to the date of the event (or last of 
the series of connected events) giving rise to the 
claim, and (ii) in the aggregate not exceed EUR 
250.000.   

18.2. TrustBuilder shall under no circumstances be liable to 
the Customer for any indirect, punitive, special 
consequential or similar damages (including damages 
for loss of profit, lost revenue, loss of business, loss or 
corruption of data, loss of customers and contracts, 
loss of goodwill, the cost of procuring replacement 
goods or services, and reputational damage) whether 
arising from negligence, breach of contract or of 
statutory duty or otherwise howsoever, and third 
parties’ claims. Each Party shall have the duty to 
mitigate damages. The exclusions and limitations of 
liability under this article shall operate to the benefit 
of TrustBuilder’s affiliates and subcontractors to the 
same extent such provisions operate to the benefit of 
TrustBuilder.  

18.3. TrustBuilder cannot be held liable in any way, neither 
contractually nor extra-contractually, for 
discontinuing an older release of the Software or for 
damages caused by the wrongful (or out of scope) use 
of the Software. 

 Miscellaneous 

19.1. Entire agreement. The Agreement constitutes the 
entire agreement and understanding between the 
Parties with respect to the subject matter hereof and 

supersedes all prior oral or written agreements, 
representations or understandings between the 
Parties relating to the subject matter hereof. No 
statement, representation, warranty, covenant or 
agreement of any kind not expressly set forth in the 
Agreement shall affect, or be used to interpret, 
change or restrict, the express clauses of the 
Agreement. 

19.2. Electronic signatures. The words "execution," 
"signed," "signature," and similar words shall be 
deemed to include electronic signatures or the 
keeping of records in electronic form, each of which 
shall be of the same legal effect, validity or 
enforceability as a manually executed signature or 
the use of a paper-based record keeping system, as 
the case may be, to the extent and as provided for in 
any applicable law. 

19.3. Amendments. The terms of the Agreement may be 
modified or amended only by written agreement 
executed by a duly authorized representative of both 
Parties hereto.  

19.4. Waiver. The terms of the Agreement may be waived 
only by a written document signed by both Parties. 
Each such waiver or consent shall be effective only in 
the specific instance and for the purpose for which it 
was given and shall not constitute a continuing waiver 
or consent.  

19.5. Severability. If any provision of the Agreement is 
determined to be illegal, void, invalid or 
unenforceable, in whole or in part, the remaining 
provisions shall nevertheless continue in full force 
and effect. The provisions found to be illegal, invalid 
or unenforceable shall be enforceable to the full 
extent permitted by applicable law. Each Party shall 
use its best efforts to immediately negotiate in good 
faith a valid replacement provision with an equal or 
similar economic effect.  

19.6. Survival. Expiration, termination or cancellation of 
the Agreement shall be without prejudice to the 
rights and liabilities of each Party which have accrued 
prior to the date of termination, and shall not affect 
the continuance in force of the provisions of the 
Agreement which are expressly or by implication 
intended to continue in force, including, without 
limitation, the provisions relating to Intellectual 
Property Rights, Confidential Information and 
Limitation of Liability. 

19.7. Non-solicitation. During the Term of this Agreement 
and for a period of one (1) year after the expiration or 
termination of this Agreement, each Party agrees that 
it shall not without the other Party’s prior written 
consent, directly or indirectly (including through its 
Affiliates or recruitment agencies), hire or otherwise 
engage, in whatever capacity (including as an 
employee or consultant), or solicit the services of, any 
personnel member of the other Party or its Affiliates, 
while such person is employed or engaged by the 
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other Party and during six months after such 
employment or engagement ends. For the purpose of 
this section, “hire” means to employ an individual as 
an employee or engage such individual as an 
independent contractor, whether on a full-time, part-
time or temporary basis. Both Parties agree that they 
will not encourage third parties to act in a manner 
that would constitute a breach of this section, if such 
action had been performed by either TrustBuilder or 
the Customer. In case the above non-
solicitation/non-hire obligations are not complied 
with and give rise to actual employment/engagement 
of the other Party’s personnel, the defaulting Party 
shall compensate the other Party by paying, upon a 
first request, a lump-sum amount corresponding to 
twelve times the gross salary/compensation each 
such person so hired/engaged earned with the 
aggrieved Party during the last full month such person 
worked for the aggrieved Party. 

19.8. Assignment. The Customer shall not assign or 
otherwise transfer any of its rights or obligations 
under the Agreement without TrustBuilder’s prior 
written consent. TrustBuilder’s consent should be 
requested by registered letter, disclosing the identity 
of the prospective transferee. Subject to any 
restrictions on assignment herein contained, the 
provisions of the Agreement shall inure to the benefit 
of and shall be binding upon the Parties hereto and 
their respective heirs, legal representatives, 
successors and assignees. 

19.9. Force Majeure. In the event that either Party is 
prevented from performing or is unable to perform 
any of its non-monetary obligations under this 
Agreement due to an Act of God, fire, casualty, flood, 
earthquake, war, strike, lockout, epidemic, 
destruction of production facilities, riot, insurrection, 
unavailability of material, or any other cause beyond 
the reasonable control of the Party invoking this 
section, provided such Party has used reasonable 
efforts to mitigate the effects of such force majeure 
event, such Party shall give prompt written notice to 
the other Party, its performance shall be excused, and 
the time for performance shall be extended for the 
period of delay or inability to perform due to such 
occurrences.   

19.10. Publicity. TrustBuilder shall have the right to use any 
trademarks, logos or other marks of the Customer 
(including the Customer’s corporate name) for 
Customer references on TrustBuilder’s website, social 
media announcements and sales presentations. Upon 
both Parties explicit consent, Parties shall jointly issue 
a press release in which they announce the 
partnership between the Customer and TrustBuilder. 

19.11. Relationship between the Parties. The relationship 
between TrustBuilder and the Customer is that of 
independent contractors. Neither Party is agent for 
the other and neither Party has any authority to make 
any contracts, whether expressly or by implication, in 

the name of the other Party, without that Party’s 
prior written consent for express purposes connected 
with the performance of the Agreement.  

19.12. Notices. Any notice required to be served by the 
Agreement shall in first instance be given by 
electronic mail. Notices given to the Customer shall 
be done to the email address set out in the Order 
Form (or in case no email address is available via post 
to the Customer’s registered address). Notices to 
TrustBuilder shall be done by email to 
orders@trustbuilder.com. All notices given by 
electronic mail, shall only be valid in case 
confirmation of receipt was expressly given by 
electronic mail by the receiving Party. In case no 
confirmation of receipt was given by TrustBuilder 
within five (5) Business Days, all notices can be done 
in writing and served by personal delivery, registered 
letter, addressed to either Party at its address given 
in the Order Form or to such other address as a Party 
may designate by notice hereunder. All notices shall 
be deemed to have been given either (i) if by hand, at 
the time of actual delivery thereof to the receiving 
Party at such Party’s address, (ii) if sent by overnight 
courier, on the next Business Day following the day 
such notice is delivered to the courier service, or (iii) 
if sent by registered or certified mail, on the fifth (5th) 
Business Day following the day such mailing is made. 

19.13. Conflict. In case of conflict between the provisions of 
the contractual documents executed between the 
Parties, the first document shall prevail on the latter: 
(i) the Order Form, (ii) the Terms and Conditions (iii) 
the Schedules, unless explicitly agreed otherwise in 
written between the Parties.  

19.14. Interpretation. The terms of the Agreement shall be 
interpreted as follows (unless the context shall 
otherwise require or permit): 

 reference to any statute or statutory provision 
includes a reference to that statute or statutory 
provision as from time to time amended, extended or 
re-enacted;  

 words importing the singular include the plural, 
words importing any gender include every gender 
and words importing persons include bodies 
corporate and incorporate; and each case vice versa;  

 the headings or captions to the clauses are for ease of 
reference only and shall not affect the interpretation 
or construction of the Agreement. 

19.15. Language. The Agreement is entered into in the 
English language only; which language shall be 
controlling in all respects. Furthermore, all 
communications and notices made or given pursuant 
to the Agreement shall be in the English or Dutch.  

19.16. Applicable law and jurisdiction. The Agreement shall 
be governed by and construed in accordance with the 
laws of Belgium and the Parties hereto submit to the 
exclusive jurisdiction of the courts of Ghent, division 
Ghent. The United Nations Convention for the 
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International Sale of Goods shall not apply to the 
Agreement. 

19.17.  
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1 Our Managed Service offering and packages 

1.1 Based on ITIL 4 

Information Technology Infrastructure Library ("ITIL") describes processes, procedures, tasks and 

checklists which are not organization nor technology-specific, an organization can apply in strategy, 

delivering value, and maintaining a minimum level of competence.  

IT service management has become a key strategic capability helping businesses visualize and manage 

the key outputs and practices required to balance stability, predictability and quality with operational 

agility and faster time to value with continuous improvement. 

Our SaaS Services are based on the most recent release of ITIL: ITIL 4 . 

ITIL 4 is a major update to the ITIL framework, designed in large part to keep up with recent trends in 

software development and IT operations. ITIL is a set of detailed practices for IT service 

management ("ITSM") that focuses on aligning IT services with the business needs. 

1.2 Our packages 

ITIL is composed of the following practices – all of which we have grouped into packages, each package 

having specific contents and a specific Service Level Agreement ("SLA"). 

 The Standard package is for general non-critical services, supported during Business Days 

and Business Hours. This package comes with our Service Desk support, with defined 

Response and Solution Times, stipulated in the SLA. 

 The Premium package is best suited to more critical operation services, requiring 24h 

availability on Business Days.  

 The Platinum package is for highly critical, non-stop services, that also need to be available 

with guaranteed performance.  

This is summarized in Table 1: The SLAs for the various SaaS Services packages. 

Table 1: The SLAs for the various SaaS Services packages. 

Practices Standard Premium Platinum 

Service Hours Business Hours on Business Days 24h/24 on Business Days 24h/24, 7d/7 

Incident management SLA   

Availability management SLA   

Performance SLA   
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The three support packages include a variety of ITIL services, as listed in Table 2: The three SaaS 

Services packages defined.  

Table 2: The three SaaS Services packages defined. 

 Standard Premium Platinum 

General management practices 

Measurement and reporting   

Information security management   

Knowledge management   

Supplier management   

Strategy management    

Portfolio management    

Service financial management   

Continual improvement   

Risk management   

Architecture management    

Workforce and talent management    

Service management practices 

Service catalogue management   

Monitoring and event management   

Service desk   

Incident management   

Problem management   

Monitoring and event management   

Release management   

Service request management   

Service design    

Service level management    

Availability management    

Service continuity management    

Change control    

Service configuration management    

Capacity and performance management    

Technical management practices 

Infrastructure and platform management   

Deployment management    
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1.3 Definitions 

When used in this document, the following capitalised terms shall have the meaning as ascribed to 

them below. Any capitalised term within this document that is not defined below, shall have the 

meaning as set out in the Terms and Conditions. 

"Authorized Representative" means each of the maximum five representatives of Customer that shall 

be entitled to log Service Requests and Incidents and to make Quality Related Calls.  

“Bug” is an error, flaw or fault in a computer program or system that causes it to produce an incorrect 

or unexpected result, or to behave in unintended ways. 

"Content Related Call" means a support call other than a Quality Related Call.  

"Defect" means an event that disturbs the normal use (as per the Documentation) of the Software 

that has been qualified by TrustBuilder as a defect in the Software or otherwise attributable to the 

Software or TrustBuilder.  

"Event" means any detectable or discernible occurrence that has significance for the management of 

the IT Infrastructure or the delivery of IT service and evaluation of the impact a deviation might cause 

to the services. 

"Hosted Infrastructure" means the common integrated hardware and software components 

(including hardware, software, servers, networks and technology installed within the hosted 

environment, including the Software) used by TrustBuilder to provide the Managed Service, excluding 

any hardware, software or telecommunication networks outside of the scope of TrustBuilder’s span 

of control (such as but not limited to, the software or hardware the Customer requires to remotely 

access the Software and telecommunications networks used to connect to the Hosted Infrastructure). 

"Known Error" shall have the meaning given to it in section 2.2.11. 

"Managed Service" means the Services specified in this document.  

"Problem" shall have the meaning given to it in section 2.2.11. 

"Quality Related Call" means a support call (i) concerning the normal use (as per the Documentation) 

of the Software, or (ii) that is related to a perceived or identified Defect in the Software.   

"Response Time" means the target response time associated with a Severity Level as set forth in 

Section 3.   

"Service Desk" means the single point of contact provided by TrustBuilder to which all requests 

relating to Defects, Maintenance and Support Services are to be addressed.  

"Service Hours" means TrustBuilder’s opening hours of the Service Desk as set out in this Agreement.   
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"Service Manual" means the TrustBuilder service manual explaining how to sign up to the TrustBuilder 

Support service desk and how to file and view Support requests in respect of the Software to be 

provided by TrustBuilder to the Customer. TrustBuilder will provide the Customer with such Service 

Manual. 

"Service Request" shall have the meaning given to it in section 2.2.10. 

"Severity Level" means the severity level assigned to a reported Defect based on the description of 

the Defect, as set forth Section 3 (Service Level Agreement). 

"Service Level Objective" or "SLO" shall have the meaning give to it in section Error! Reference source 

not found.. 

"SLA" means the Service Level Agreement applicable to the SaaS Service.  
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2 The SaaS Services defined 

2.1 General management practices 

2.1.1 Strategy management 

The objective of Strategy Management for IT Services is to map our offerings and capabilities, in order 

to develop a strategy to serve you. Once the strategy has been defined, this ITIL process ensures the 

implementation of the strategy. 

 The TrustBuilder implementation of this service includes strategy review sessions with your 

leadership team during which we share the strategic TrustBuilder roadmap, and capture 

Customer feedback. We will plan these sessions – called TBR (TrustBuilder Business Review) 

sessions, in mutual agreement, once or twice per year, and will include the Head of Product 

and possibly other members of the TrustBuilder leadership team.  

2.1.2 Portfolio and service financial management 

The purpose of the portfolio management practice is to ensure that your organization has the proper 

mix of programs, projects, products and services to support the organization’s strategy, and to ensure 

that your investments are used effectively.  

 The TrustBuilder team will review the TrustBuilder solution implementation, thus identifying 

areas of value optimization through the current TrustBuilder portfolio. These efforts result in 

a report, presented during the TBR sessions. 

2.1.3 Architecture management 

The purpose of the architecture management practice is to provide an understanding of all the 

architectural components your organization uses and how those elements relate, enabling your 

organization to effectively achieve current and future objectives.  

 Once a year, we will review the overall architecture related to the TrustBuilder 

implementation and suggest improvements. The deliverable of this Service will be a report 

that will be shared during the regular service meetings.  

2.1.4 Workforce and talent management 

The purpose of the workforce and talent management practice is to ensure that your organization has 

profiles with the appropriate skills, knowledge and in the correct roles to support its business 

objectives.  

 Once a year, we will review the overall knowledge level of your staff with regards to Customer 

specific product, architectural and implementation matters, as well as review past incidents 
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and changes to optimize awareness and understanding of TrustBuilder Software to further 

enable successful collaboration, and, if needed, we will provide training for up to three 

resources.   

2.1.5 Supplier Management 

Even though TrustBuilder plays a central role in an ICT architecture and integrates with potentially a 

substantial amount of third-party suppliers, supplier management remains the responsibility of the 

Customer.   

 However, regarding third-party services included in the TrustBuilder offering (e.g. OneSpan, 

itsme, …), the full scope of support of these third-party services is considered to be an integral 

part of the TrustBuilder Managed Service. The SLA regarding those 3rd party services is the 

same as the TrustBuilder SLA, unless otherwise specified in the specific TrustBuilder SLA 

document.  

2.1.6 Continual improvement 

The objective of the continual improvement practice is to align the TrustBuilder practices and services 

with changing business needs through the ongoing improvement of products, services and practices, 

or any element involved in the management of products and services.  

 On a continuous basis through our service meetings, we will review our quality of services and 

– if needed – define actions to address areas of improvements in mutual agreement with the 

Customer. 

2.1.7 Measurement and reporting 

The purpose of the measurement and reporting practice is to support good decision -

making and continual improvement by collecting sufficient data, thus resulting in the decrease of 

uncertainty levels, enabling focus on higher priority level risks. 

 We will measure the level of our service based in line with the selected SLA (see Table 1: The 

SLAs for the various SaaS Services packages.). We use our own monitoring system to measure 

our performance.  

In addition, statistical events and metrics related to the TrustBuilder functional performance will be 

gathered and be reported in a specific web portal.  For a list of these events and reports, please refer 

to  section 2.2.7 2.2.7Monitoring and event management. 
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2.1.8 Risk management 

The purpose of the risk management practice is to ensure that the organization understands and 

effectively handles risks.  

 Whenever TrustBuilder is involved in a change, we perform a risk assessment as part of the 

overall change process. 

2.1.9 Information security management 

The purpose of the information security management practice is to protect the information  the 

organization needs to conduct business. This includes understanding and managing risks to the 

confidentiality, integrity, and availability of information, as well as other aspects 

of information security such as authentication (ensuring someone is who he claims to be) and non-

repudiation (ensuring that someone cannot deny to have taken an action).  

 TrustBuilder has the necessary procedures in place with respect to the protection of the 

information in the Customer’s environment: 

- Data processing agreement; 

- GDPR register of data, privacy policies…; 

- Confidentiality clause with the staff.  

Our Software has been designed according to the principle of privacy by design, and is 

compliant with GDPR, including consent management verification. 

Specific security services include:  

- Internal security review after all changes; 

- Continuous vulnerability assessment of the production environment using automated 

tools; 

- Notification of significant security incidents to the Customer security team. 

Additional security measures include:  

- Follow-up and fixes of Customer or third-party penetration testing (lead by the Customer) 

2.1.10 Knowledge management 

The purpose of the knowledge management practice is to maintain and improve the effective, 

efficient, and convenient use of information and knowledge across the organization.  

 The knowledge management practice provides a structured approach to defining, building, 

re-using, and sharing knowledge in various forms:  

- Release notes of the Software;  

- Installation manuals of the Software;  

- Operational handbook for the Customer’s Trustbuilder environment. 
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2.2 Service management practices 

2.2.1 Service catalogue management 

The purpose of the service catalogue management practice is to provide a single source of consistent 

information on all Services and Service offerings, and to ensure that it is available to stakeholders. 

 As part of the regular service management meeting, TrustBuilder will give an overview of all 

the Services rendered. 

That overview will also be present on the Customer portal, with the corresponding 

information, such as:  

- License information 

- Start and end dates of the Agreement 

- Achieved levels of Service per month 

2.2.2 Service design 

The purpose of the service design practice is to design products and services that are fit for purpose, 

fit for use, and that the organization and its ecosystem can deliver. This includes planning and 

organizing people, partners and suppliers, information, communication, technology, and practices for 

new or changed products and services, and the interaction between the organization and its 

Customers. 

 On a yearly basis, the Customer and TrustBuilder will reassess  the Services designed at the 

start of the operational phase and decide whether the TrustBuilder Software and Services still 

meet the Customer’s expectations and needs. If appropriate, changes to these Services may 

be proposed and agreed upon in mutual consent. 

2.2.3 Service level management 

The purpose of the service level management practice is to set clear business-based targets 

for service levels, and to ensure that delivery of services is properly assessed, monitored, and 

managed against these targets. 

 On a yearly basis, the Customer and TrustBuilder will reassess the Services designed at the 

start of the operational phase and decide whether the TrustBuilder Software and Services still 

meet the Customer’s expectations and needs. If appropriate, changes to these Services may 

be proposed and agreed upon in mutual consent. 

2.2.4 Availability management 

The purpose of the availability management practice is to ensure that services deliver agreed levels of 

availability to meet the needs of Customers and the Authorised Users. 
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 The TrustBuilder availability activities include:  

- Negotiating and agreeing achievable targets for availability;  

- Designing infrastructure and applications that can deliver required availability levels;  

- Ensuring that services and components are able to collect the data required to measure 

availability;  

- Monitoring, analysing, and reporting on availability;  

- Planning availability improvements. 

2.2.5 Capacity and performance management 

The purpose of the capacity and performance management practice is to ensure that services achieve 

agreed and expected performance, satisfying current and future demand in a cost-effective way.  

 The TrustBuilder Services include:  

- Service Performance and current capacity analysis; 

- Demand forecasting and capacity planning:  

- Performance improvement planning. 

2.2.6 Service continuity management 

The purpose of the service continuity management practice is to ensure that the availability and 

performance of a service are maintained at agreed levels in case of a critical incident. 

 TrustBuilder will contribute in the Customer’s overall business continuity plan, focusing on a 

redundant design and continuous operations in case of a critical incident. Additionally, and on 

request of the Customer, one disaster recovery test during the Term is included in the 

Premium and Platinum service package. 

2.2.7 Monitoring and event management 

The purpose of the monitoring and event management practice is to systematically observe 

services and service components, and record and report selected changes of state identified 

as events.  

 TrustBuilder will monitor the SaaS Services components for Events (as defined between the 

Parties):  

- Creating and implementing Event Management policies (e.g., Event thresholds); 

- Monitoring the Managed Components for Events by monitoring syslog, SNMP trap 

messages, Key Performance Indicators ("KPIs"), and/or Threshold Crossing Alerts ("TCAs") 

from Managed Components; 

- Help identify meaningful Events by Implementing Event correlation, timing, and filtering 

processes when an Event occurs.  

Exhaustive list of Basic Monitoring (see Service Monitoring Overview, chapter 4) 
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Typical examples of Events that can be monitored are:  

- number of local authentications per second (per different type of authentication); 

- number of federated authentications per second per IDP; 

- number of web transaction per second that hits the TrustBuilder Software infrastructure; 

- Response of the TrustBuilder Authentication Service; 

- Response of the TrustBuilder Authorization Service; 

- Number of active users; 

- Average/Peak number of authentications per second (success/fail); 

- Average/Peak number of requests per second (success/fail); 

- Average authentication response; and 

- CPU, memory, # of threads (instantaneous, average & peak). 

2.2.8 Service desk 

The purpose of the service desk platform is to manage logged Incidents and Service Requests and 

centralise all related communication and progress. It is also the entry point and single point of contact 

for the service provider with key users. 

 TrustBuilder provides a single point of contact, called the Service Desk, for the Customer to 

which all Quality Related Calls are directed after a Service Request has been entered in the 

online portal. 

Incidents will be reported to and handled by TrustBuilder on the basis of a formal Incident 

handling procedure aiming at restoring service operations as quickly as possible and minimize 

the adverse impact on business operations. 

The Support Services will be performed according to the following operational rules, while all 

Incidents are entered through the Customer portal. For Priority 1 (as defined in Section 3 

(Service Level Agreement)) calls, escalation by telephone is included.  

Service desk information 

Service Hours Depending on the Package – see below 

Supported Languages English 

Customer Portal  https://support.trustbuilder.com 

2.2.9 Incident management 

The purpose of the Incident management practice is to minimize the negative impact of Incidents by 

restoring normal service operation as quickly as possible.  

 TrustBuilder will help identify, troubleshoot, and restore operational functionality of the 

Managed Components if the Customer detects or reports an Incident. Typical tasks include:  

- Create Incident tickets from detected or reported Incidents; 
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- Manage Incidents by classifying, prioritizing, troubleshooting, and restoring operation of 

the TrustBuilder Software, or providing recommendations to resolve the Incident;  

- Reassess Incident priorities and assign in accordance with the agreed process; 

- Notify relevant parties about Incidents, keeping the parties updated through Incident 

closure;  

- Provide Incident Reports pertaining to the Managed Components; 

- Make recommendation to resolve Incident if the cause is out-of-scope, out of 

TrustBuilder’s control  and/or if a third party solution is required. 

 For each Incident, the Customer shall provide the following topics:  

- What: Provide the Incident information/history, including troubleshooting activities that 

have already been carried out to investigate the cause of the Incident and potentially 

mitigate the Incident consequences? 

- When did the Incident occur? 

- What urgency does Customer assess and who is affected?  

- Where did the Incident occur (production, quality assurance, …)?  

 

DocuSign Envelope ID: 93CC4C70-BE4C-41C9-9A0C-1307503E198C



 

 15 

 

The overall Incident management, including escalation process is included below. 

 

Figure 1: The TrustBuilder Support Process. 
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2.2.10 Service request management 

The purpose of the service request management practice is to support the agreed quality of 

a service by handling all pre-defined, user-initiated service requests in an effective and user-friendly 

manner. 

 The TrustBuilder Service defines a "Service Request" as a request from a Customer's 

Authorized Representative that initiates a service action which has been agreed as a normal 

part of service delivery. 

Our Services include:  

- A request for information (‘howto’ questions), so called Content Related calls;  

- A request for access to a resource or service or log data.  

- Standard changes to the environment (a "Standard Change" being a pre-approved change 

that is low Risk, relatively common and follows a predefined procedure or work 

instruction) 

 

 The Customer can define a Service Request in the Service Desk portal. For a service request, 

we use the following process:  

- We analyze the question and provide Customer with our answer.  

- In case we assess the request to be a change, we communicate the timeframe for 

implementation. 

Note: 

Service request management is not included in the Standard managed service package.  

2.2.11 Problem management 

The purpose of the problem management practice is to reduce the likelihood and impact of Incidents 

by identifying Problems and managing workarounds and Known Errors, whereby a "Problem" means 

a cause, or potential cause, of one or more Incidents and a "Known Error" means a Problem that has 

a documented root cause and a workaround. 

 

 Problems are the (potential) causes of Incidents. In our regular services meetings, we will give 

an overview of the investigation and analysis to identify the causes, develop workarounds, 

and recommend long-term solution. These long-term solutions can include Software 

enhancements, architectural changes, infrastructure upgrades, etc.…  

In mutual agreement with the Customer, we will define the actions to be taken and if 

necessary, plan to deploy these changes. 
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2.2.12 Release management  

The purpose of the release management practice is to make new and changed services and features 

available for use. 

 TrustBuilder has a strict release management procedure for the release of the TrustBuilder 

Software. That procedure includes the description of:  

- Release levels: Major and Minor Releases, emergency releases; 

- Bug fixes and product enhancements based on problem management outcomes;  

- Release build process, including analysis, development and testing;  

o Regression testing; 

o UI testing; 

o Integration testing; 

o Acceptance testing; 

- Release documentation and delivery;  

- Release communication and publishing.  

 

 For On-Premise deployments, we typically need to include additional components and cover:  

- TrustBuilder Software software components (Product)  

- Any TrustBuilder configuration items (TCIs), such as : 

o Adapters configuration 

o Workflows 

o Service Providers 

o Identity Providers 

o Certificate stores 

o Logging settings 

In this case (On-Premise deployments), the Customer often has his own release 

schedule, that is not 1:1 linked with the TrustBuilder software versioning. In that case, 

we set up a separate release planning schedule, composed of major, minor and 

maintenance releases, according to the Customer’s best practices.  

It is the responsibility of the TrustBuilder Managed Service Architect ("TMSA") to 

consolidate and manage and all requirements. He gathers Input about requested 

functionality from different channels and consolidates info. 

The channels involved in gathering requirements are:  

 Customers' project teams 

 Customers' information security teams 

 Customers' product owner 

 Managed Service problem management 
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This input is analysed, defined, (dis)approved and prioritized as product and TCIs 

requirements and potentially made part of the proposed candidate release. The scope 

of a new candidate release exists of the following components, depending on the type 

of release: 

Product release 

- New features (functional or technical)  

- Bug fixes 

 

Product releases are planned by the TrustBuilder Product Management team. 

That team gathers, analyses and describes functional and technical enhancement 

requests and evaluates the added value for the TrustBuilder solution. Depending 

on the outcome, a decision is made to include/exclude the feature in to Release 

planning and a priority is set. The priority, together with the work estimates later 

in the process, will have an impact on the planning of the change. 

 

Incidents categorised as Bugs are analysed. R&D prioritises these bugs and adds 

them to sprint planning according to product strategy. The product management 

team will decide on the scope and the delivery of the maintenance release. In case 

of a Level 1 Incident, a maintenance Release might be restricted to a fix for that 

single bug.  

 

CIs release 

- Defect fixes 

- Functional enhancements 

- Technical enhancements 

 

Product Management gathers, analyses and describes functional enhancement 

requests, defined as ‘Changes’. He investigates functional dependencies and the 

request’s added value is weighted. Depending on the outcome, a decision is made to 

include/exclude the change in to Release planning and a priority is set. The priority, 

together with the work estimates later in the process, will have an impact on the 

planning of the change. 

 

The actual deployment process is described in 2.3.2 Deployment management. 
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2.2.13 Change control  

The purpose of the change control practice is to maximize the number of successful service and 

product changes by ensuring that risks have been properly assessed, authorizing changes to proceed, 

and managing the change schedule.  

Change is the addition, modification, or removal of anything that could have a direct or indirect effect 

on Services. The exact definition of changes is agreed upon between the Customer and TrustBuilder.  

 TrustBuilder has a change procedure that includes the following typical tasks:  

- Capture incoming requests that are entered via the Service Desk portal; 

- Evaluate incoming changes, including risk assessment;  

- Review the change and rollback plan;  

- Provide advice to the Change Advisory Board ("CAB");  

- Execute the change; 

- Communicate the outcome of the change;  

- Log the change;  

- Update the documentation.  

If needed, we will align our procedures with the Customer’s change control procedures and 

tooling. In the platinum service pack, four changes per year are included.  

 For an On-Premise deployment, the Customer can initiate a change request on his own service 

management platform, according to his own change management process and organise a CAB 

meeting where TrustBuilder is represented. The TrustBuilder representative will give input as 

listed above to the CAB and update the change request accordingly.  

2.2.14 Service configuration management 

The purpose of the service configuration management practice is to ensure that accurate and reliable 

information about the configuration of services, and the configuration items that support them, is 

available when and where it is needed.  

 TrustBuilder maintains and updates all the documentation of the TrustBuilder installation and 

makes that available to the Customer via the Customer portal. 
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2.3 Technical management practices 

2.3.1 Infrastructure and platform management  

The purpose of the infrastructure and platform management practice is to oversee 

the infrastructure and platforms used by an organization.  

 TrustBuilder uses the ELK stack as monitoring platform to manage the environment, capture 

events and detect technical incidents. The installation and maintenance of that software on 

the TrustBuilder installations is included in the SaaS Services fee, the required hardware is has 

to be provided by the Customer.  

The SaaS Services team consists of operators, second- and third-line support engineers, that 

are available on a 24h/24, 7d/7 basis.  

For the list of  monitored events, please refer to section 2.2.7 Monitoring and event 

management. 

Monitoring of specific processes, threshold and alerting triggers can be tailored to Customer 

specific architecture, functional requirements. 

2.3.2 Deployment management  

The purpose of the deployment management practice is to move new or changed hardware, software, 

documentation, processes, or any other component to live environments. It may also be involved in 

deploying components to other environments for testing or staging. 

Deployment management works closely with 2.2.12 - Release management and 2.2.13 - Change 

control, but it is a separate practice.  

 TrustBuilder adheres to a continuous software delivery practice. Our best practices include 

deployment in test, QA and production environment. Each deployment is followed by 

extensive testing and acceptance. 

Typical tasks for deployment management include:  

- Decide on the deployment strategy: phased (and multiple) deployments (if possible – 

depending on the release), continuous delivery, one-time deployments;  

- As part of a deployment, a detailed change plan will be created and provided to the CAB, 

including the preparation tasks, a deployment and rollback plan, risk assessment, 

communication plan. 
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3 The SLA 

As the Service Level Objectives are only designed to measure and control TrustBuilder’s performance, 

and not the performance of the Customer or third parties or the consequences of external events, the 

SLA shall not apply in respect of and cannot be invoked if a Service Level Objective is not met due to 

any circumstance not attributable to TrustBuilder, including issues: 

- caused by factors outside of TrustBuilder’s reasonable control or events of force majeure; 

- resulting from any actions or inactions on the part of the Customer or any third party;  

- caused by the Customer’s equipment or software and/or third-party equipment or software 

not within the exclusive control of TrustBuilder. 

The quality of the Service will be determined only by the availability of the required resources to cope 

with the Service utilization by the Customer. Therefore, the Service Level Objectives are not applicable 

in case TrustBuilder is not able to timely invest in extensions of hardware, software or communication 

due to: 

- the utilization exceeding the mutually agreed forecast;  

- the Customer not following the recommendations or instructions of TrustBuilder (e.g. by not 

installing extra hardware when advised, not upgrading to the right version of the technology 

stack or the Software, not following configuration guidelines or other TrustBuilder 

recommendations or instructions).  

For the purposes of this Exhibit, "Service Level Objective" or "SLO" means the target for the quality 

level of the Service as set out below. 

3.1 Service Level Objective Incident Management 

The following Response Times on Quality Related Calls are targeted:  

TICKET PRIORITY % RESPONSE TIME 

Priority 1 EMERGENCY 90 ≤ 2   HOURS 

Priority 2 HIGH 90 ≤ 4   HOURS 

Priority 3 STANDARD 80 ≤ 16 HOURS 
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The aforementioned severity levels ("Severity Levels") are defined as follows:  

 Priority 1 Emergency: 

The complete failure of the Software, resulting in Service unavailability for the users in a critical 

processing period (BCW).  The Software is unable to process data as a result of a major failure in 

the Software.   

 Priority 2 High: 

The partial failure of the Software resulting in reduced overall Service availability (performance 

degradation) for the users or a disruption of a major function which cannot be (temporarily) solved 

by a workaround.   

 Priority 3 Standard: 

 

A subsystem of the Software requires an intervention, but the operation can continue without the 

change being implemented or a workaround can restore the operational functionality. 

The achieved level of service is expressed as a percentage and measured per calendar month. 

 

3.2 Service Level Objective Availability 

 

Availability (A) is defined as:  

𝐴         =  
𝑂 − 𝑀 − 𝑈

𝑂 − 𝑀
 ×  100 

Whereby 

O:  equals the total number of hours in the operational period; 

M:  equals the total number of hours that the Software is out of service for maintenance;  

U:  is the unavailability (hours) during the operational period. 

 

The achieved level of service is expressed as a percentage and measured per calendar month. The 

following objectives are targeted:  

SLO STANDARD PREMIUM PLATINUM 

A 99,9% 99,99% 99,99% 
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3.3 Service Level Objective Performance 

 

The performance (P) is defined by measuring the Response Times of the Solution: 

 

𝑃        =   
𝑉

𝑉 + 𝑁
 ×  100 

Whereby  

V:  the total number of Responses within 500 milliseconds;  

N:  the total number of Responses above 500 milliseconds.  

The achieved level of service is expressed as a percentage and measured per calendar month. 

The following objectives are targeted:  

 

SLO STANDARD PREMIUM PLATINUM 

P N/A N/A 75% 

 

End of document 
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1. Definitions 

In this Agreement, the following terms shall have the meanings set out below and cognate terms 

shall be construed accordingly:  

"Authorized Sub-processors" means (a) those Sub-processors set out in Annex 3 (Authorized 

Transfers of Controller Personal Data); and (b) any additional Sub-processors consented to in writing 

by Controller in accordance with Sub-processing section. 

"Sub-processor" means any Data Processor (including any third party) appointed by the Processor to 

process Controller Personal Data on behalf of the Controller. 

"Process/Processing/Processed", "Data Controller", "Data Processor", "Data Subject", "Personal 

Data", "Special Categories of Personal Data" and any further definition not included under this 

Agreement or the Order Form shall have the same meaning as in EU General Data Protection 

Regulation 2016/679 of the European Parliament and of the Council ("GDPR"). 

“Data Protection Laws” means EU General Data Protection Regulation 2016/679 of the European 

Parliament and of the Council ("GDPR") as well as any local data protection laws. 

 “Erasure" means the removal or destruction of Personal Data such that it cannot be recovered or 

reconstructed. 

"EEA" means the European Economic Area. 

"Third country" means any country outside EU/EEA, except where that country is the subject of a 

valid adequacy decision by the European Commission on the protection of Personal Data in Third 

Countries. 

"Controller Personal Data" means the data described in Annex 1 and any other Personal Data 

processed by Processor on behalf of the Controller pursuant to or in connection with the Order 

Form. 

"Personal Data Breach" means a breach of leading to the accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure of, or access to, Controller Personal Data transmitted, stored or 

otherwise processed. 

"Services" means the services to be supplied by the Processor to the Controller pursuant to the 

Order Form. 

“Products” means the products to be supplied by the Processor to the Controller pursuant to the 

Order Form. 

"Standard Contractual Clauses" means the standard contractual clauses for the transfer of personal 

data to Processors established in third countries, as approved by the European Commission Decision 
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2010/87/EU, or any set of clauses approved by the European Commission which amends, replaces or 

supersedes these. 

2. Data Processing Terms 

2.1 In the course of providing the Services and/or Products to the Controller pursuant to the 

Order Form, the Processor may process Controller personal data on behalf of the Controller as 

per the terms of this Schedule. The Processor agrees to comply with the following provisions 

with respect to any Controller personal data. 

2.2 To the extent required by applicable Data Protection Laws, the Processor shall obtain and 

maintain all necessary licenses, authorizations and permits necessary to process personal data 

including personal data mentioned in Annex 1.   

2.3 The Processor shall maintain all the technical and organizational measures to comply with the 

requirements set forth in this Schedule and Annexes. 

 

3. Processing of Controller Personal Data 

3.1. The Processor shall only process Controller Personal Data for the purposes of the Order Form. 

The Processor shall not process, transfer, modify, amend or alter the Controller Personal Data 

or disclose or permit the disclosure of the Controller personal data to any third party other 

than in accordance with Controller’s documented instructions, unless processing is required 

by EU or Member State law to which Processor is subject.  The Processor shall, to the extent 

permitted by such law, inform the Controller of that legal requirement before processing the 

Personal Data and comply with the Controller’s instructions to minimize, as much as possible, 

the scope of the disclosure.  

3.2. For the purposes set out in section above, the Controller hereby instructs the Processor to 

transfer Controller Personal Data to the recipients in the Third Countries listed in Annex 3 

(Authorized Transfers of Controller Personal Data), always provided that Processor shall 

comply with section 6 (Sub-Processing). 

 

4. Reliability and Non–Disclosure 

4.1. The Processor shall take reasonable steps to ensure the reliability of any employee, agent or 

contractor who may have access to the Controller personal data, ensuring in each case that 

access is strictly limited to those individuals who require access to the relevant Controller 

Personal Data.  

4.2. The Processor must ensure that all individuals which have a duty to process controller 

personal data: 
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4.2.1. Are informed of the confidential nature of the Controller Personal Data and are aware of 

Processor's obligations under this Schedule and the Order Form in relation to the Controller 

Personal Data; 

4.2.2. Have undertaken appropriate training/certifications in relation to the Data Protection Laws 

or any other training/certifications requested by Controller;  

4.2.3. Are subject to confidentiality undertakings or professional or statutory obligations of 

confidentiality; and 

4.2.4. Are subject to user authentication and logon processes when accessing the Controller 

Personal Data in accordance with this Agreement, the Order Form and the applicable Data 

Protection Laws. 

 

5. Personal Data Security 

5.1. Taking into account the state of the art, the costs of implementation and the nature, scope, 

context and purposes of Processing as well as the risk of varying likelihood and severity for the 

rights and freedoms of natural persons, the Processor shall implement appropriate technical 

and organizational measures (Annex 2) to ensure a level of Controller Personal Data security 

appropriate to the risk, including but not limited to: 

5.1.1. Pseudonymization and encryption; 

5.1.2. The ability to ensure the ongoing confidentiality, integrity, availability and resilience of 

processing systems and services; 

5.1.3. The ability to restore the availability and access to Controller Personal Data in a timely 

manner in the event of a physical or technical incident; and 

5.1.4. A process for regularly testing, assessing and evaluating the effectiveness of technical and 

organizational measures for ensuring the security of the Processing. 

5.2. In assessing the appropriate level of security, the Processor shall take into account the risks 

that are presented by processing, in particular from accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure of, or access to Controller Personal Data transmitted, 

stored or otherwise processed. 

 

 

6. Sub-Processing 
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6.1. As of the Order Form Effective Date, the Controller hereby authorizes the Processor to engage 

those Sub-Processors set out in Annex 4 (Authorized Sub-Processors). The Processor shall not 

engage any Data Sub-Processors to Process Controller Personal Data other than with the prior 

written consent of Controller, which Controller may refuse with absolute discretion.  

6.2. With respect to each Sub-processor, the Processor shall: 

6.2.1. Provide the Controller with full details of the Processing to be undertaken by each Sub-

processor. 

6.2.2. Carry out adequate due diligence on each Sub-Processor to ensure that it can provide the 

level of protection for Controller Personal Data, including without limitation, sufficient 

guarantees to implement appropriate technical and organizational measures in such a 

manner that Processing will meet the requirements of GDPR, this Agreement, the Order 

Form and the applicable Data Protection Laws. 

6.2.3. Include terms in the contract between the Processor and each Sub-processor which are the 

same as those set out in this Schedule.  Upon request, the Processor shall provide a copy of 

its agreements with Sub-Processors to Controller for its review. 

6.2.4. Insofar as that contract involves the transfer of Controller Personal Data outside of the EEA, 

incorporate the Standard Contractual Clauses or such other mechanism as directed by the 

Controller into the contract between the Processor and each Sub-Processor to ensure the 

adequate protection of the transferred Controller Personal Data. 

6.2.5. Remain fully liable to the Controller for any failure by each Sub-Processor to fulfil its 

obligations in relation to the Processing of any Controller Personal Data. 

6.3. As of the Schedule Effective Date, the Controller hereby authorizes the Processor to engage 

those Sub-processors set out in Annex 3 (Authorized Transfers of Controller Personal Data). 

 

7. Data Subject Rights 

7.1. Taking into account the nature of the Processing, the Processor shall assist the Controller by 

implementing appropriate technical and organizational measures, insofar as this is possible, 

for the fulfilment of the Controller's obligation to respond to requests for exercising Data 

Subject rights as laid down in EU GDPR. 

7.2. The Processor shall promptly notify the Controller if it receives a request from a Data Subject, 

the Supervisory Authority and/or other competent authority under any applicable Data 

Protection Laws with respect to Controller Personal Data. 

7.3. The Processor shall cooperate as requested by the Controller to enable the Controller to 

comply with any exercise of rights by a Data Subject under any Data Protection Laws with 
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respect to Controller Personal Data and comply with any assessment, enquiry, notice or 

investigation under any Data Protection Laws with respect to Controller Personal Data or this 

Agreement, which shall include: 

7.3.1 The provision of all data requested by the Controller within any reasonable timescale 

specified by the Controller in each case, including full details and copies of the complaint, 

communication or request and any Controller Personal Data it holds in relation to a Data 

Subject. 

7.3.2 Where applicable, providing such assistance as is reasonably requested by the Controller to 

enable the Controller to comply with the relevant request within the timescales prescribed 

by the Data Protection Laws. 

7.3.3 Implementing any additional technical and organizational measures as may be reasonably 

required by the Controller to allow the Controller to respond effectively to relevant 

complaints, communications or requests. 

 

8. Personal Data Breach  

8.1. The Processor shall notify the Controller without undue delay and, in any case, within twenty-

four (24) hours upon becoming aware of or reasonably suspecting a Personal Data Breach. The 

Processor will provide the Controller with sufficient information to allow the Controller to 

meet any obligations to report a Personal Data Breach under the Data Protection Laws.  Such 

notification shall as a minimum:   

8.1.1. Describe the nature of the Personal Data Breach, the categories and numbers of Data 

Subjects concerned, and the categories and numbers of Personal Data records concerned; 

8.1.2. Communicate the name and contact details of the Processor's Data Protection Officer, 

Privacy Officer or other relevant contact from whom more information may be obtained; 

8.1.3. Describe the estimated risk and the likely consequences of the Personal Data Breach; and 

8.1.4. Describe the measures taken or proposed to be taken to address the Personal Data Breach. 

8.2. The Processor shall co-operate with the Controller and take such reasonable commercial steps 

as are directed by the Controller to assist in the investigation, mitigation and remediation of 

each Personal Data Breach. 

8.3. In the event of a Personal Data Breach, the Processor shall not inform any third party without 

first obtaining the Controller’s prior written consent, unless notification is required by EU or 

Member State law to which the Processor is subject, in which case the Processor shall, to the 

extent permitted by such law, inform the Controller of that legal requirement, provide a copy 
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of the proposed notification and consider any comments made by the Controller before 

notifying the Personal Data Breach. 

 

9. Data Protection Impact Assessment and Prior Consultation 

9.1. The Processor shall provide reasonable assistance to the Controller with any data protection 

impact assessments which are required under Article 35 of GDPR and with any prior 

consultations to any supervisory authority of the Controller which are required under Article 

36 of GDPR, in each case solely in relation to Processing of Controller Personal Data by the 

Processor on behalf of the Controller and considering the nature of the processing and 

information available to the Processor. 

 

10. Erasure or return of Controller Personal Data 

10.1.  Processor shall promptly and, in any event, within 90 (ninety) calendar days of the earlier of: 

(i) cessation of Processing of Controller Personal Data by Processor; or (ii) termination of the 

Order Form, at the choice of Controller (such choice to be notified to Processor in writing) 

either:  

10.1.1. Return a complete copy of all Controller Personal Data to the Controller by secure file 

transfer in such format as notified by the Controller to the Processor and securely erase all 

other copies of Controller Personal Data Processed by the Processor or any Authorized Sub-

processor; or  

10.1.2. Securely wipe all copies of Controller Personal Data Processed by Processor or any 

Authorized Sub-processor, and in each case, provide a written certification to the Controller 

that it has complied fully with the requirements of section Erasure or Return of Controller 

Personal Data.  

10.2. Processor may retain Controller Personal Data to the extent required by Union or Member 

State law, and only to the extent and for such period as required by Union or Member State 

law, and always provided that Processor shall ensure the confidentiality of all such Controller 

Personal Data and shall ensure that such Controller Personal Data is only Processed as 

necessary for the purpose(s) specified in the Union or Member State law requiring its storage 

and for no other purpose. 

 

 

 

DocuSign Envelope ID: 93CC4C70-BE4C-41C9-9A0C-1307503E198C



 

 8 

 

11.  Audit rights 

Processor shall make available to the Controller, upon request, all information necessary to 

demonstrate compliance with this Schedule and allow for, and contribute to audits, including 

inspections by the Controller or another auditor mandated by the Controller of any premises where 

the Processing of Controller Personal Data takes place.  The Processor shall permit the Controller, or 

another auditor mandated by the Controller to inspect, audit and copy any relevant records, 

processes and systems in order that the Controller may satisfy itself that the provisions of this 

Schedule are being complied with.  The Processor shall provide full cooperation to the Controller 

with respect to any such audit and shall, at the request of the Controller, provide the Controller with 

evidence of compliance with its obligations under this Schedule.  Processor shall immediately inform 

the Controller if, in its opinion, an instruction pursuant to this section infringes the GDPR or other EU 

or Member State data protection provisions.  

   

12. International Transfers of Controller Personal Data 

12.1. Processor shall not process Controller Personal Data nor permit any Authorized Sub-processor 

to process the Controller Personal Data in a Third Country, other than with respect to those 

recipients in Third Countries (if any) listed in Annex 3 (Authorized Transfers of Controller 

Personal Data), unless authorized in writing by Controller in advance, via an amendment to 

this Schedule. 

12.2. When requested by Controller, Processor shall promptly enter into (or procure that any 

relevant Sub-processor of Processor enters into) an agreement with Controller including 

Standard Contractual Clauses and/or such variation as Data Protection Laws might require, in 

respect of any processing of Controller Personal Data in a Third Country, which terms shall 

take precedence over those in this Schedule. 

 

13. Codes of Conduct and Certification 

At the request of the Controller, the Processor shall comply with any Code of Conduct approved 

pursuant to Article 40 of GDPR and obtain any certification approved by Article 42 of EU GDPR, to 

the extent that they relate to the processing of Controller Personal Data. 
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ANNEX 1: DETAILS OF PROCESSING OF CONTROLLER PERSONAL DATA  

This Annex 1 includes certain details of the Processing of Controller Personal Data as required by 
Article 28(3) GDPR. 
 
Subject matter and duration of the Processing of Controller Personal Data 
 
The subject matter and duration of the Processing of the Controller Personal Data are set out in the 
Principal Agreement. 
 
The nature and purpose of the Processing of Controller Personal Data 

 providing and securing your access to applications; 

 personalizing any communication about the services we provide; 

 completing transactions; 

 administering promotions or competitions; 

 managing, operating, and supporting accounts. 
 
The types of Controller Personal Data to be Processed 

 name and contact details (including email address and telephone number); 

 data subjects’ company and function at that company; 

 information about activities on our website, and about the device used to access it, for 
example IP addresses, geographical location, browser, or device type; 

 information about interactions with emails we have sent, and about the device used to read 
these emails, for example IP address, geographical location or device type; 

 transcripts or recordings of support or sales conversations with representatives, including 
via email, live chat, or by phone; 

 public information, for example public social media accounts, corporate website, and public 
governmental records. 

 
The categories of Data Subject to whom the Controller Personal Data relates 

 Customers; 

 Prospects and leads; 

 Web site visitors. 
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ANNEX 2: TECHNICAL AND ORGANISATIONAL MEASURES 

1. Organizational security measures 

1.1. Security Management 

a. Security policy and procedures: Processor must document a security policy with regard 

to the processing of personal data. 

b. Roles and responsibilities： 

i. Roles and responsibilities related to the processing of personal data is clearly defined 

and allocated in accordance with the security policy.  

ii. During internal re-organizations or terminations and change of employment, 

revocation of rights and responsibilities with respective hand-over procedures is 

clearly defined. 

c. Access Control Policy: Specific access control rights are allocated to each role involved in 

the processing of personal data, following the need-to-know principle. 

d. Resource/asset management: Processor has a register of the IT resources used for the 

processing of personal data (hardware, software, and network). A specific person is 

assigned the task of maintaining and updating the register (e.g. IT officer).  

e. Change management: Processor makes sure that all changes to the IT system are 

registered and monitored by a specific person (e.g. IT or security officer). Regular 

monitoring of this process takes place. 

1.2. Incident response and business continuity 

a. Incidents handling / Personal data breaches: 

i. An incident response plan with detailed procedures is defined to ensure effective 

and orderly response to incidents pertaining personal data. 

ii. Processor will report without undue delay to Controller any security incident that has 

resulted in a loss, misuse or unauthorized acquisition of any personal data. 

b. Business continuity: Processor establishes the main procedures and controls to be 

followed in order to ensure the required level of continuity and availability of the IT 

system processing personal data (in the event of an incident/personal data breach). 

1.3. Human resources 

a. Confidentiality of personnel: Processor ensures that all employees understand their 

responsibilities and obligations related to the processing of personal data. Roles and 
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responsibilities are clearly communicated during the pre-employment and/or induction 

process.  

b. Training: Processor ensures that all employees are adequately informed about the 

security controls of the IT system that relate to their everyday work. Employees involved 

in the processing of personal data are also properly informed about relevant data 

protection requirements and legal obligations through regular awareness campaigns. 

2. Technical security measures 

2.1. Access control and authentication 

a. An access control system applicable to all users accessing the IT system is implemented. 

The system allows creating, approving, reviewing and deleting user accounts. 

b. The use of common user accounts is avoided. In cases where this is necessary, it is 

ensured that all users of the common account have the same roles and responsibilities. 

c. When granting access or assigning user roles, the “need-to-know principle” shall be 

observed in order to limit the number of users having access to personal data only to 

those who require it for achieving the Processor’s processing purposes.  

d. Where authentication mechanisms are based on passwords, Processor requires the 

password to be at least eight characters long and conform to very strong password 

control parameters including length, character complexity, and non-repeatability. 

e. The authentication credentials (such as user ID and password) shall never be transmitted 

unprotected over the network. 

2.2. Logging and monitoring: Log files are activated for each system/application used for the 

processing of personal data. They include all types of access to data (view, modification, 

deletion). 

2.3. Security of data at rest 

a. Server/Database security 

i. Database and applications servers are configured to run using a separate account, 

with minimum OS privileges to function correctly. 

ii. Database and applications servers only process the personal data that are actually 

needed to process in order to achieve its processing purposes. 

 

b. Workstation security: 

i. Users are not able to deactivate or bypass security settings. 

ii. Anti-virus applications and detection signatures is configured on a regular basis. 
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iii. Users don't have privileges to install or deactivate unauthorized software 

applications. 

iv. The system has session time-outs when the user has not been active for a certain 

time period. 

v. Critical security updates released by the operating system developer is installed 

regularly. 

2.4. Network/Communication security:  

i. Whenever access is performed through the Internet, communication is encrypted 

through cryptographic protocols. 

ii. Traffic to and from the IT system is monitored and controlled through Firewalls and 

Intrusion Detection Systems. 

2.5. Back-ups:  

i. Backup and data restore procedures are defined, documented and clearly linked to 

roles and responsibilities. 

ii. Backups are given an appropriate level of physical and environmental protection 

consistent with the standards applied on the originating data. 

iii. Execution of backups is monitored to ensure completeness. 

2.6. Mobile/Portable devices:  

i. Mobile and portable device management procedures are defined and documented 

establishing clear rules for their proper use. 

ii. Mobile devices that are allowed to access the information system is pre-registered 

and pre-authorized. 

2.7. Application lifecycle security: During the development lifecycle, best practice, state of the art 

and well acknowledged secure development practices or standards is followed. 

2.8. Data deletion/disposal:  

i. Software-based overwriting will be performed on media prior to their disposal. In 

cases where this is not possible (CD’s, DVD’s, etc.) physical destruction will be 

performed. 

ii. Shredding of paper and portable media used to store personal data is carried out. 

2.9. Physical security: The physical perimeter of the IT system infrastructure is not accessible by 

non-authorized personnel. Appropriate technical measures and organizational measures are 

in place to protect security areas and their access points against entry by unauthorized 

persons. 
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ANNEX 3: Authorized Transfers of Controller Personal Data 

 

Processor engages the following Sub-processors: 

 

 Google Ireland Ltd 

 

o Purpose: TB.IO is hosted on Google Cloud, zone Belgium (Belgium – europe-west1). 

The data does not leave the Belgian territory. 

 

o Address of legal entity 

 Gordon House 

 Barrow Street 

 Dublin 4 

 Ireland 

 VAT IE6388047V 

 

o Security: Google Cloud components used are part of the Google Cloud ISO27001 

certification. 
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ANNEX 4: Authorized Sub-Processors 

 

The following list provides an overview of the authorized sub-processors:  

 Address of legal entity (please note that the data is always stored within Belgium). 

 

o Gordon House 

o Barrow Street 

o Dublin 4 

o Ireland 

o VAT IE6388047V 
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